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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 



In Re the Application of: 

Dennis J. Dupray, et al. 

Serial No.: 09/617,386 

Filed: 07/17/2000 

Atty. File No.: 3367-6 

For: TRUSTED COMMUNICATIONS 
BETWEEN UNTRUSTING PARTIES 

Mail Stop: Drawings Review Branch 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

With duplicate copy of drawings sent to: 
Mail Stop: Amendments 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 



Group Art Unit: 2134 

Examiner: HENEGHAN, MATTHEW E. 

TRANSMITTAL OF DRAWINGS 



CERTIFICATE OF MAILING 

I HEREBY CERTIFY THAT THIS CORRESPONDENCE IS 
BEING DEPOSITED WITH THE UNITED STATES 
POSTAL SERVICE AS EXPRESS MAIL IN AN ENVELOPE 
ADDRESSED TO THE COMMISSIONER FOR PATENTS, 
P.O. Box 1450, Alexandria, Va. 22313-1450 ON THIS 13 th 
DAY OF JULY, 2004. [/ P J" EXPRESS MAILED 

iZ 84VS/Z Of oooofjbG 

SHELDON F. GOLDBERG 



RECEIVED 

JUL 1 5 2004 

Technology Center 2100 



Applicants respectfully include the within amended drawings that have also been provided 
under separate cover along with the Amendment and Response to Office Action Dated January 
14, 2000. In the event you require anything further, please contact Dennis Dupray at phone: 
303/863-2975. 

Respectfully submitted, 



Date: July 13, 2004 



Sheldon F. Goldberg, Co-inventor 
3360 E. Serene 
Henderson, Nevada 89074 
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EACH USER GENERATES 
PUBLIC/PRIVATE ENCRYPTION 
KEY PAIR 



116 



FOR EACH USER, U, THE NETWORK 

SITE ENCRYPTS THE WINNING 
ENTRIES WITH THE USER'S PUBLIC 
ENCRYPTION KEY, THEREBY 

OBTAINING 
USER_ENCODED_WINNER(U) 
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I 



THE NETWORK SITE GENERATES 
ONE OR MORE PRIVATE 
ENCRYPTION KEYS, Ki. 



132 



EACH USER ENTERS THE CONTEST 
ONE OR MORE TIME. EACH USER 
RETAINS A COPY OF ALL CONTEST 



136 



I 



AFTER ALL CONTEST ENTRIES ARE 
RECEIVED, THE NETWORK SITE 
TRANSMITS THE APPROPRIATE 
NETWORK SITE PRIVATE 

ENCRYPTION KEY Ki TO EACH USER. 



EACH USER DETERMINES WHETHER 
HE/SHE HAS A WINNING ENTRY. 
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END 
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EACH USER PROVIDES HIS/HER PUBLIC 
ENCRYPTION KEY TO A NETWORK 

SITE (E.G., WEBSITE) PROVIDING THE 
CONTEST (E.G. LOTTERY, 
SWEEPSTAKES, DRAWING, ETC.). 
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I 



A NETWORK SITE DETERMINES 
THE WINNING ENTRIES 



124 



THE NETWORK SITE ENCRYPTS EACH 
USER_ENCODED_WINNER(U) 
USING ONE OF THE NETWORK SITE 
PRIVATE KEYS K THEREBY 
OBTAINING 
DOUBLY_ENCODED_WINNERS(U,Ki ). 
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FOR EACH USER, U THE NETWORK 

SITE TRANSMITS 
DOUBLY_ENCODED_WINNERS(U,Ki). 
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EACH USER DECRYPTS HIS/HER 
DOUBLY_ENCODED_WINNERS(U,Ki). 

WITH THE NETWORK SITE PRIVATE KEY Ki , 
AND THEN DECRYPTS THE RESULTS WITH 
THE USER'S PRIVATE KEY FOR OBTAINING A 
RECOGNIZABLE COPY OF THE WINNING 
ENTRIES. 
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START 



204 



208 
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A PRIZE OFFERING ENTITY PROVIDES AN ACTIVITY (E.G., A CARD GAME, CONTEST, 
LOTTERY, DRAWING, SWEEPSTAKES, MAZE/PATH SELECTING GAME, OR OTHER 
SELECTION-TYPE GAME, A GAME HAVING LEVELS, A TREASURE HUNT GAME), 
WHEREIN: (A) IT IS POSSIBLE FOR EACH USER TO OBTAIN ONE OF A PLURALITY OF 
OUTCOMES TO (AN INSTANCE OF) THE ACTIVITY, AND (B) SUCH OUTCOMES 
DETERMINE THE PRIZES/WINNINGS TO BE OFFERED TO THE USER. 



THE PRIZE OFFERING ENTITY GENERATES ACTIVITY RELATED DATA (DENOTED 
ACTIVITY.DATA), SUCH DATA BEING, FOR USE IN PERFORMING (THE INSTANCE OF) THE 
ACTIVITY, WHEREIN THE ACTIVITY.DATA IS INFLUENTIAL IN DETERMINING THE PRIZES 
AND/OR WINNINGS; E.G., ACTIVITY.DATA MAY BE A REPRESENTATION OF: (A) A CARD 
DECK/SHOE; (B) ASSOCIATIONS BETWEEN POSSIBLE WINNING USER OUTCOMES (E.G., 
WINNING CONTEST ENTRIES), AND PRIZES; (C) A SEQUENCE OF DICE ROLLS; OR (D) 
STOCHASTICALLY GENERATED GAME/SIMULATION CONTROLLING DATA. 



WAIT FOR A USER, U, TO REQUEST TO 
PARTICIPATE IN (THE INSTANCE OF) 
THE ACTIVITY. 
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IF NOT PREVIOUSLY PROVIDED, THE USER, U, 
PROVIDED, THE USER, U, PROVIDES THE PRIZE 
OFFERING ENTITY WITH THE PUBLIC KEY OF A 
PUBLIC/PRIVATE KEY PAIR GENERATED BY 
THE USER. 



THE PRIZE OFFERING ENTITY ENCRYPTS THE 
ENCODED_ACTIVITY_DATA USING A 
CORRESPONDING SECRET KEY, Ku, NOT 
AVAILABLE TO THE (ANY) USER, U, THEREBY 
OBTAIN ING DOUBLY_ENCODED_ACTIVITY_DATA. 
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THE PRIZE OFFERING ENTITY 
ENCRYPTS, WITH THE USER'S PUBLIC 
KEY, ACTIVITY.DATA, THEREBY 
OBTAINING USER 
ENCODED ACTIVITY.DATA. 



THE PRIZE OFFERING ENTITY PROVIDES 
DOUBLY ENCODED.ACTIVITY.DATA TO THE USER, U. 
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232 
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ARE OTHER USERS ALLOWED 
TO PARTICIPATE IN THE (INSTANCE 
OF THE) ACTIVITY? 
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THE USER U 
PERFORMS THE 
(INSTANCE OF THE) 
ACTIVITY. 



244 



YES 




WAIT ALL USERS TO COMPLETE THE 
(INSTANCE OF THE) ACTIVITY. 



I 



THE PRIZE OFFERING ENTITY PROVIDES ONE OR MORE OF THE USERS WITH THE 
CORRESPONDING SECRET KEY, Ku, WHEREIN EACH SUCH USER CAN DECRYPT 
DOUBLY.ENCODED.ACTIVITY.DATA FIRST WITH Ku, AND THEN WITH THE USER'S PRIVATE KEY 
TO THEREBY OBTAIN A COPY OF ACTIVITY.DATA FOR DETERMINING WHETHER THIS DATA IS 
CONSISTENT WITH THE VERSION OF ACTIVITY.DATA USED WHEN THE USER WAS 
PERFORMING (THE INSTANCE OF) THE ACTIVITY. 



END 



